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B cmambe npomeodumcn anajiu3 mexnojiozmecKux Hapyuienuu e padome UH<popMai(uoHHO- 
mexHOJiozmecKozo odopydoeanun, npuMenneMozo e 3JieKmpo3HepzemuKe. PaccMampueawmcn pasjimubie 
cnocodu, npozpaMMHue u annapammie cpedcmea dm ycmpaneHun u npedomepau^enun omKa3oe. B paMxax 
KOHifenifuu «Ymhux cemeu» (Smart Grid) odocHoebieaemcn nanpaejienue danbueumezo pa.36umun cucmeMbi 
ynpaenenun c6ohmu (OMS). 

Kjitoneebie cnoea: mexHOJiozmecxoe napyiueuue, jJiexmpojuepzemuKa, UH(popMaijuoHHbie mexnojio- 
zuu, cucmeMa ynpaejienun c6ohmu, «YMHbie cemu», cpedcmeo MOHumopuHza. 



COBpeMeHHMH MHp HeB03M0>KH0 npeflCTaBHTb 

6e3 HHcjjopMaiiHOHHMX TexHonoraH. BaacHyio pout 
ohh nrpaioT h b oTpacnH 3neKTpo3HepreTHKH. 3a- 

flaHH, KOTOpbie pefflaiOTCa HH(j)OpMaHHOHHbIMH 

TexHonoraaMH b camion cc|)epe, 3to - cHH>KeHHe 
noTept npn nepeflane 3JieicTpo3HeprHH, yBenHne- 
HHe nponycKHofi cnoco6HocTH, noBbinieHHe 
ynpaBJiaeMOCTH h HaflOKHOCTB 3HeprocHCTeM [1]. 
Mo>kho cflenaTb BbiBOfl, hto Ha^eacHOCTb 

3HeprOCHCTeM BO MHOrOM 3aBHCHT OT HaflOKHOCTH 

caMHX HH(j)opMaii:HOHHbix TexHonoraH (annapaT- 
hbix CHCTeM h nporpaMMHoro oGecneneHHJi), npn- 
MeHaeMbix b flaHHofi OTpacnH. 

HH(j)opMaLi:HOHHbie cHCTeMM b sneiopoceTe- 
bom xo3aficTBe aBnaioTca ochoboh flna co3flaHHa 
onepaTHBHO-HH(J)opMaLiHOHHoro ynpaBnaiomero 
KOMnneKca (OHYK). Ilo3TOMy c6ofi b pa6oTe huh 

BblXOfl H3 CTpOS HH(j)OpMaHHOHHO- 

TexHonoraHecKoro oGopyflOBamui (HT- 
o6opyflOBaHHa) Ha 3Heproo6'beKTe 3anacTyio npn- 
BOflHT k noTepe ynpaBJieHHa 3thm 3Heproo6i>eK- 
tom, hto caMo no ce6e aBJiaeTca cepbe3HbiM Tex- 
HonorHHecKHM HapymeHHeM (TH). 

KaKOBM OCHOBHbie BHflbl TeXHOJIOrHHeCKHX 
HapyUieHHH Ha HH(j)OpMaHHOHHO-TeXHO.IIOrHHeCKOM 
060pyfl0BaHHH 3JieKTp03HepreTHKH? Ilo KaKHM 
npHHHHaM OHH B03HHKaK)T? KaK HX MO>KHO 

npeflOTBpaTHTb h ycrpaHHTb? PaccMOTpHM pa3- 
nHHHbie cnoco6bi peineHHa aaHHofi npo6neMbi h 
Bbi6epeM HanGojiee 3(j)(j)eKTHBHbie H3 hhx. Ha hx 
ocHOBe nocTapaeMca Bbipa6oTaTb HeHrpanrooBaH- 
Hbifi noflxoxi no npeflOTBpameHHio h ycTpaHeHHio 
TexHonoraHecKHX HapynieHHH, B03HHKaiomHX Ha 
HT-o6opyxioBaHHH b 3JieKTpo3HepreTHice. 

IlInpoKoe npHMeHeHHe HH(j)opMaHHOHHbix 
TexHonorafi b 3neKTpo3HepreTHKe b nocneflHHe 



XiecaTb neT npHBe.no k noaBJieHHio TaK Ha3biBaeMbix 
«Ymhmx ceTefi» (Smart grid). «YMHbie cera» - sto 
KOHuenuHa HHTeJiJieiayanbHOH CHCTeMbi nepe^aHH 
h pacnpe^eneHHa 3JieicTpo3HeprHH, KOTopaa pearn- 
pyeT Ha noTpe6HOCTH kjihchtob nocpe^CTBOM npa- 

MOH nepeflaHH HH(j)OpMaHHH no JIHHHaM KOMMyHH- 

Kannn [2]. Ochobhmmh npenMyniecTBa yMHon cera 
nepea o6mhhoh aBnaioTca 6onee 3(|)(|)eKTnBHoe 
ynpaBneHne Harpy3KaMH n KanecTBOM 3neKTpo- 
CHa6>KeHHa noTpe6nTenen, peajiH3anna 6ojiee non- 
Horo B3anM0flencTBna MOK^y nocTaBniHKaMH n 
noTpe6nTenaMH pecypcoB n oGecneneHne 3Hann- 
TenbHO 6oJibmen aBT0MaTH3annn bo BpeMa BoccTa- 
HOBJieHna nocne c6oa. Ha nocneflHeM nymcre 
ocTaHOBHMca 6onee noapo6Ho. 

CTpeMneHne nocTaBinnKa 3neKTpo3Heprnn 
npeflOTBpaTHTb B03HnKH0BeHne nepe6oeB b 3neK- 
TpocHaGaceHnn noTpe6nTeJien no npnnnHe Bbixo^a 
o6opyflOBaHna H3 CTpoa nn6o onin6oHHbix aen- 
ctbhh nepcoHana npnBeno k noaBJieHnio chctcm 
OMS, KOTopue aBJiaioTca oahoh H3 o6a3aTeJibHbix 
cocTaBJunomnx KOHnennnn ((Ymhbix ceTen». 

OMS (outage management systems) - CHCTeMa 
ynpaBneHna OTianoHeHnaMn. 3to nporpaMMHbin 
KOMnjieKc, b kotopom npHMeiwioTca coBpeMeHHbie 
MeTOflbi npomo3a, ocHOBaHHbie Ha Tene(j)OHHijix 
3B0HKax KHHenroB h ceTeBbix MOflenax rjis onpe- 
fleneHHa MecT aBapHH. CncTeMa OMS npeflHa3Ha- 
neHa ana 3(j)(j)eKTHBHoro ynpaBJieHHa ceTaMH h pa- 

60TaMH npH aBapHHHblX OTKJHOHeHHaX 3HeprHH. 

OTeHecTBeHHbiH aHanor Ha3BaHHa: CYC - CHCTeMa 
ynpaBneHHa c6oaMH. 

PaCCMOTpHM OCHOBHbie (j)yHKHHH CHCTeMbi 

ynpaBJieHHa OTKnioHeHHaMH (c6oaMH): 

1) C6op h aHanH3 aaHHbix c flHaraocTHHecKHX 
CHCTeM. /JocTHraeTca 3a cneT HHrerpanriH OMS c 
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CHCTeMOH yrrpaBJieHHa pacnpeaejiHTejibHOH ceTbio 
DMS h no3BOJiaeT npHHHMaTb penieHHa 06 aBapn- 
ax b ce™, ocHOBaHHbie Ha .naHHbix o Harpy3Kax, 
HH(j)opMaiiHH nocrynaiomefi c ce™ aaTHHKOB h 

aBTOMaTHHeCKHX CHeTHHKOB. 

2) nacnopTroainia o6opyaoBaHHa 3JieKrpHHe- 
ckhx ceTefi. Ilo3BOJiaeT 6bicTpo Hafi™ onHcamie 
Bbiuiefliuero H3 crpoa o6opyflOBaHHa ana ero CBoe- 

BpeMeHHOH 3aMeHM. 

3) YneT h aHanH3 TexHHHecKoro cocToaHHa 
o6opyaoBaHHa 3JieKTpnHecKHx ceTefi (J13I1, bm- 
KnioHaTeiiefi, TpaHC(j)opMaTopoB, P3hA, I1A). Ha 
3tom h npe^bi/iymeM nyHKTe ocHOBaHO nporH03H- 
poBaHHe noTpe6HocTH b pecypcax h onrHMH3aHHa 
CKnaflCKHX 3anacoB. 

4) YnpaBneHHe npocToaMH h OTKJiioHeHHaMH. 
BiaiioHaeT BbinonHeHHe cnenyiomero nepeHHa Me- 
ponpHarafi: 

- YneT h aHanH3 aBapnfiHbix OTKJiioHeHHfi, 
noBpeacxieHHfi BJieMenroB JiHHHfi h noflCTaHHHfi 

- IloflroTOBKa cnncKa Meponpnarafi h Heo6- 
xoflHMoro pecypcHoro oGecneHeraia ana ycrpaHe- 
HHa aBapnfi h HHnHflenroB 

- CocTaBJieHHe njiaHOB-rpa(j)HKOB npocj)H- 
jiaKTHHecKHX HcnbiTaHHfi o6opyflOBaHHa, ero mo- 
flepHH3aii:HH, TexHHHecKoro nepeBoopy>KeHHa 

- CocTaBJieHHe rpacpmcoB nepeKjnoHeHHfi c 
yneTOM TeKymero noTOKopacnpeaeJieHHa, reorpa- 
cj)HHecKoro nono>KeHHa oGteKTOB ceTefi 

5) YnpaBneHHe pa6oHHMH GpnranaMH. Ot- 
cjie>KHBaHHe MecTOHaxoK^eHHa Mo6HJibHbix pa6o- 
hhx Gpnraxi b pe>KHMe peanbHoro BpeMeHH. 

6) ITpmiroKeHHe ana aBTOMaTHHecKoro npne- 
Ma h perncTpauHH 3bohkob. ABTOMaTroanna call- 
Hempa ana o6paTHofi cBa3H c noTpe6HTejraMH. 

KaK mm BHflHM, CHCTeMa OMS aBJiaeTca 
MomHtiM cpe^CTBOM fljia npeflOTBpameHHa h jihk- 
BH^auHH TexHonorHHecKHx HapyuieHHfi Ha oGteK- 
Tax 3neKTpo3HepreTHKH b hcjiom. OnHaKo ee 
(j)yHKHHOHan oneHb Mano 3aTparHBaeT ycTpaHeHHe 
TexHonorHHecKHx HapyuieHHfi, B03HHKaiomHX Ha 
o6opyaoBaHHH, o6pa3yioineM onepaTHBHo- 
HH(j)opMaHHOHHbifi ynpaBJiatomnfi KOMnjieKC 
(OHYK). HHane roBopa, CHCTeMa ynpaBJiemia ot- 
KnioHeHHaMH yMeeT ycTpaHaTb c6oh Ha «chjiobom» 
3JieKTpo3HepreTHHecKOM o6opyflOBaHHH, ho npaic- 



THHecKH He yMeeT 3Toro aejiaTb b oTHomeHHH hh- 
(j)opMaHHOHHo-TexHonorHHecKoro o6opyaoBaHHa, 
nepe3 KOTopoe ocymecTBJiaeTca ynpaBneHHe Bcefi 
3HeprocHCTeMofi. 

/Jjia aHanH3a npHHHH B03HHKHOBeHHa TexHO- 
norHHecKHX HapyuieHHfi, B03HHKaioniHX Ha MT- 
o6opyaoBaHHH, paccMOTpHM cTaTHCTHKy, co6paH- 
Hyio b ^HcneTHepcKHX Hempax 3HeproKOMnaHHfi 
no 11 pernoHaM 3a 2011 ron,. Bcio HT- 
HH(j)pacTpyKTypy mo>kho pa3flenHTb Ha o6opyflOBa- 

HHe aBTOMaTH3HpOBaHHOfi CHCTeMbI TexHonorHHe- 

CKoro ynpaBJieHHa (ACTY), k KOTopoMy oraocaTca 
KOHTponnpyeMbie nymcTbi TeneMexaHHKH (KH 
TM), HeHTpanbHbie npneMO-nepenaiomHe CTaHHHH 
(LtnnC), cepBepa OHYK (SCADA-chctcm), aBTO- 
MaTH3HpoBaHHbie pa6oHHe MecTa (APM) nncneT- 
nepoB, cpe^cTBa KOJineKTHBHoro oTo6pa>KeHHa - 
J\U\ (flHcneTHepcKHfi iuht) h t.r.; o6opyaoBaHHe 

aBTOMaTH3HpOBaHHOfi HH(j)OpManHOHHO- 

H3MepHTejibHofi CHCTeMbI KOMMepnecKoro yneTa 
3JieKTpo3HeprHH (AHHC KY3), k KOTopoMy otho- 
caTca, HanpHMep, ycTpoficTBa c6opa h nepe^aHH 

flaHHblX CO CHeTHHKOB; TeJieKOMMyHHKaHHOHHOe 

(TK) o6opyflOBaHHe CBa3H (MapuipyTH3aTopbi, 
KOMMyTaTopbi, MynbTHHJieiccopbi h t.r.). KpoMe 
Toro, ecTb HH>KeHepHbie chctcmm (hctohhhkh 6ec- 
nepe6ofiHoro nHTaHHa, KOHflHHHOHepbi), to ecTb 
ycTpoficTBa, ycTaHaBUHBaeMbie b HenocpeflCTBeH- 
Hofi 6jih30Cth ot HT-o6opyflOBaHHa, h npeflHa3Ha- 
neHHbie ana oGecneneHHa HopMajibHoro pe>KHMa 
pa6oTbi nocneflHero. IIomhmo 3Toro cymecTByeT 
eme mhoto HT-o6opyaoBaHHa, KOTopoe HeB03- 
mo>kho neTKo oraecTH k o^HOMy H3 nepeHHCJieH- 
hmx KJiaccoB (HanpHMep, perncTpaTopbi ancneT- 
nepcKHx neperoBopoB, KOHBepTepbi Hnrep^eficoB h 

CTaTHCTHKa noKa3biBaeT (Ta6ji. 1), hto 
HanGoJibHiee kojikhcctbo OTKa30B nponcxoflHT Ha 
o6opyaoBaHHH ACTY h TeneKOMMyHHKaHHOHHOM 
o6opyaoBaHHH cBa3H (flo 41,4 %). TaK>Ke ^oBOJibHo 
MHoro c6oeB b pa6oTe nponcxoflHT no BHHe cto- 
POHhhx nocTaBniHKOB ycnyr, to ecTb KOMnaHHfi, 
KaHanbi CBa3H KOTopbix HcnoJib3yiOTca ana nepe- 
XiaHH TeneMeTpHH c oGteKTOB 3HepreTHKH («PocTe- 
jieKOM», «TpaHCTeJieKOM», «CTeK.KOM» h flpyrne). 



Ta6jiuija 1 



PacnpejejieHHe tcxhojiothhcckhx Hapy iiieHHii no KJiaccaM HT-o6opyaoBaHHH 



Koji-bo TH no 
pa3HtiM pern- 

OHaM 


06opy^oBa- 
HHe ACTY 


AHHC KY3 


TeneKOMMy- 

HHKailHOHHOe 

o6opy^oBa- 
HHe 


/Ipyroe HT- 
o6opy^oBa- 
HHe 


06opy^oBaHHe 

CTOpOHHHX 
nOCTaBIIIHKOB 


HiKKeHepHtie 

CHCTeMH 


MHHHManBHoe 


8,5% 


2,0% 


10,5% 


4,3% 


3,0% 


2,6% 


MaKCHMantHoe 


30,6% 


4,4% 


41,4% 


11,5% 


44,1% 


13,2% 


Cpe^Hee 


13,8% 


3,2% 


17,1% 


7,9% 


12,8% 


5,9% 



Cpezin 0TKa30B b pa6oTe o6opyaoBaHHa 
ACTY (Ta6ji. 2) name Bcero nponcxoxiaT c6oh cra- 



pbix Mo^ejieH KOHTpojinpyeMbix nyHKTOB TeneMeT- 
pHH (TM-120, TM-512, TM-800, h t.h.). O^HaKO 
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c6oh b pa6oTe coBpeMemibix KH TM (HanpHMep, 
MTK-30, MTK-40) To>Ke He penicocTb. TaK>Ke jxo- 



BonbHo 6onbfflOH nponenr TexHonorHHecKHx 
HapyuieHHH CB>i3aH c flHcneTHepcKHMH APM. 

TaOnuija 2 



KonHHecTBo TH 


KII TM 










no pa3HBiM pern- 


CoBpeMeHHtie 


MopantHO 


unnc 


OHYK 


APM 


m 


OHaM 


ycTapeBinne 










MHHHMajIBHOe 


8,8% 


10,0% 


0,0% 


0,0% 


11,8% 


0,0% 


MaKCHMantHoe 


35,7% 


67,6% 


14,1% 


8,3% 


38,9% 


2,8% 


Cpejnree 


25,4% 


28,6% 


5,3% 


3,4% 


16,1% 


2,2% 



Tenepb nonpo6yeM pa3o6paTbca 6anee no- 

flpo6HO, no KaKHM npHHHHaM npOHCXOflaT 3TH ot- 

Ka3bi (Ta6n. 3). Upeynjie Bcero, 3to c6oh b pa6oTe 
nporpaMMHoro oGecneneHHa, hto xapaKTepHO ana 
coBpeMeHHbix MOflejieM KII TM, OHYK h APM 
(c6oh b pa6oTe SCADA-cncTeMbi Ha cepBepe hjih b 



KHHeHTCKofi Hac™, c6oh cepBepoB nepeaaHH a,aH- 

HblX H T.R.). IlOHTH B 3,Ba pa3a pe>Ke B03HHKaK)T 

annapainbie c6oh o6opyaoBaHHa. B cpe^HeM oko- 
jio 3% OTKa30B CB33aH0 co c6oaMH no 3JieiaponH- 
TaHHio o6opyflOBaHHa ACTY. 



Tadnuua 3 



IIpMHMHbi TexHOJioraqecKHx HapyuieHHH Ha o6opy,iOBaHnn ACTY 



KoJIHHeCTBO 

TH no pa3HBiM 
pernoHaM 


C6oh npo- 
rpaMMHoro 
o6ecneHeHHH 


AnnapaTHtin 
c6on o6opy- 

^OBaHHH 


EcTeCTBeHHMH 
H3HOC 


B03/ieHCTBHe 

OKpy>KaiomeH 
cpe^M 


C6on no 
3neKTpo- 

nHTaHHK) 


IlpoHne npn- 

HHHBI 


MHHHMajIBHOe 


5,1% 


14,3% 


2,4% 


0,4% 


0,4% 


4,1% 


MaKCHM anBHO e 


73,8% 


50,0% 


46,2% 


7,8% 


16,7% 


18,2% 


CpeflHee 


53,0% 


29,7% 


6,3% 


1,7% 


3,0% 


2,6% 



Cpe^H 0TKa30B b pa6oTe o6opya,OBaHHa cbjbh 
(Ta6ji. 4) JiH^HpyeT BbicoKOHacroTHaa CBa3b, nyB- 
CTBHTenbHaa k ce30HHbiM H3MeHeHHaM (noBbiuie- 
HHe hjih noHH>KeHHe TeMnepaiypbi, HairanaHHe 



CHera Ha npoBo^a h nponee). OcTanbHbie KJiaccbi 
TeneKOMMyHHKaHHOHHoro o6opyaoBaHHa c6oaT 

npaKTHHeCKH C OflHHaKOBOH HaCTOTOH. 



Tadnuifa ■ 



PacnpejejieHHe TexHOJiorHqecKHx HapyuieHHH Ha o6opv lOBaHtni TK 



KoJIHHeCTBO 

TH no pa3HL.iM 
pernoHaM 


BH- 

CBJJ3B 


PajJHOCBH3B 


ATCh 
TenecjjoHHH 


cnfl 

(switch, 
router, 
hub, mc) 


PPC/BLUfl 


XDSL 

(MOJjeMBI 

jrjia cj)n- 

3HHeC- 

khx nap) 


KJIC 
(MejjHtie 
Ka6enn, 

KpOCCBl) 


nponee 060- 
py/toBaHne 


MHHHMantHoe 


7,5% 


6,9% 


5,9% 


4,8% 


1,3% 


0,9% 


1,2% 


2,5% 


MaKCHMantHoe 


53,2% 


35,3% 


30,4% 


38,5% 


42,5% 


39,2% 


13,0% 


23,1% 


Cpejnree 


34,1% 


15,7% 


11,1% 


11,0% 


10,6% 


6,9% 


3,6% 


2,8% 



OneHb nacTO KaHanbi cb33h, no KOTopbiM H^eT 
nepenana TeJieMeipHHecKOH HH(j)opMan,HH, Hanpn- 
Mep, c oTflaneHHOH noncTaHHHH b juicneTHepcKHH 
Hemp, npojioaceHM nepe3 TejieKOMMyHHKaHHomioe 
o6opyxiOBaHHe ctopohhhx opraHH3aHHH (onepaTO- 
poB cb33h). OKa3aHHe TaKoro pofla ycnyr 3aHaciyio 
He aBJiaeTca ochobhmm hctohhhkom aoxofla one- 
paTopa. 3thm mo>kho oGtacHHTb ctojib bmcokhh 
npoHeHT TexHonorHHecKHX HapyuieHHH, Bbi3BaH- 



hhx HenpeaocTaBJieHHeM ycnyr ctopohhhmh no- 
CTaBinHKaMH (Ta6ji. 5). 

Eiue o6opyaoBaHHe TK b otjikhhc ot o6opy- 
AOBaHHa ACTY b Gojibnieft cTeneHH noa,Bep>KeHo 
annapaTHbiM c6oaM, HeM nporpaMMHbiM. EcTb 
KJiaccbi TejieKOMMyHHKaHHOHHoro o6opyaoBaHHa, 
noflBep>KeHHMe cmibHOMy B033,eHCTBHio oicpy>Ka- 
lonieH cpeflbi (HanpHMep, y>Ke ynoMHHaBuiaaca 
Bbime B^I-CBasb). 



Ta6;iuifa 5 

1 1 piiMHHbi TexHOJiorHMecKHx HapyuieHHH Ha oGopyjOBaHMH TK 



KojinnecTBo TH 
no pa3HL.iM pern- 

OHaM 


HenpejjocTaB 
neHne ycnyr 

CTOpOHHHMH 

nocTaBUtHKa- 

MH 


AnnapaTHtin 
c6oii o6opy- 

BaHHJt 


EcTeCTBeHHBIH 
H3HOC 


Bo3jjencTBHe 
OKpy>KaiomeH 
cpejjti 


C6oii npo- 
rpaM- 
MHoro 

oGecnene- 

HH3 


B03JjeHCTBHe 
nOCTOpOHHHX 

jihu h opra- 

HH3aiIHH 


npoHHe 

npHHHHBI 


MnHMMajitHoe 


15,1% 


7,9% 


3,3% 


1,2% 


1,2% 


0,7% 


0,7% 


MaKCHMantHoe 


65,7% 


35,3% 


25,9% 


35,8% 


10,0% 


4,4% 


7,7% 


CpejiHee 


40,3% 


23,0% 


13,6% 


9,0% 


4,6% 


2,0% 


4,4% 
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HH>KeHepHMe chctcmm - 3to komhjickc 3Jie- 
MeHTOB, c noMombio KOToptix b 3/iaHHax (coopy- 
aceHHax) noflflep>KHBaK)Tca napaMeTpbi cpejrbi, He- 
o6xoflHMbie ana HopMajibHofi pa6ora TexHOJiorn- 
necKoro o6opyflOBaHHa (TeMnepaTypa, BJia>KHOCTb, 
6ecnepe6ofiHoe nnraHHe h t.ji.). Ecjih nponcxoflHT 
c6ofi b pa6oTe HH>KeHepHbix chctcm, to 3to BJieneT 



3a co6oh h c6oh b pa6oTe caMoro TexHOJiorHHecKo- 
ro o6opyflOBaHHa. KaK mo>kho bh^ctb H3 Ta6n. 6, 
ana ycTpoficTB HT-HH(j)pacTpyKTypM HanGoJiee 
xapaKTepHM OTKa3bi HH>KeHepHbix chctcm c npona- 
XiaHHeM 3neKTponHTaHHa (oTKJiioHeHHe huh bmxoji 
H3 CTpoa TpaHC(j)opMaTopa co6ctbchhmx Hyacxi, 
mop>kkh Hanpa>KeHHa). 



Ta6jiuija 6 

PacnpejejieHHe tcxhojiothhcckhx ggpynieggH Ha oSopygoBagHg jnmegepHMx chctcm 



KonHHecTBo TH 
no pa3HtiM pernoHaM 


06opy;ioBaHHe 3JieKTponjrraHJM 


CncTeivia 

OTOnjieHHH 


ChCTCMBI KOimHUHO- 
HHpOBaHHH 
H BeHTHJMUHH 


OTKHIOHeHHe 3JieK- 

TponHTaHHH 


BhXO/I H3 CTpOH 

HBn 


MHHHManBHoe 


19,8% 


4,8% 


2,1% 
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3^eCb OTfleJIbHO M0>KH0 BMfleJIHTb OTKa3M c 

BbixoflOM H3 CTpoa ycTpoficTB HBI1, npeflHa3Ha- 
HeHHbix ana npeflOTBpameHHa c6oeB b 3JieKiponH- 
TaHHH HT-o6opyflOBaHHa. KaK npaBHJio, TaKHe ot- 
Ka3M npoHcxoxiaT H3-3a HCTonjeHHa BpeMeHHoro 
pecypca aKKyMyjurropHbix 6aTapefi. 

KaKHMH cnoco6aMH ycTpaHjnoTca OTKa3M b 
pa6oTe HT-o6opyaoBaHHa? Ecjih npoHjoiiieji c6oh 
nporpaMMHoro oGecneneHHa, to eflHHCTBeHHbiM 
cnoco6oM BoccTaHOBJieHHa aBJiaeTca nepe3arpy3Ka. 

PaccMOTpHM, HanpHMep, cneziyioinyio crnya- 
hhio. IlpoH30Hieji c6oh nporpaMMHoro oGecnene- 
HHa KIT TM Ha o^hoh H3 yjJiOBbix noflCTaHHHH. 
TeneMeTpHa b jrncneTHepcKHH Hemp He nepeaaeT- 
ca, Ha6jnoflaeMOCTH h ynpaBJieHHa noflCTaHnnefi 
HeT x[ T0 Q hI nepe3arpy3HTb 3aBHcniyio nporpaMMy, 
^HcneTHep aojdkch yMeTb yaaneHHO 3afiTH Ha KIT 
TM. TaioKe oh jjoJHKeH 3HaTb, KaKyio hmchho npo- 
rpaMMy Hy>KHO nepe3arpy3HTb. Kohchho, b peanb- 
hocth bck) yKa3aHHyio pa6oTy 6yaeT BbinoJiraiTb 
He caM flHcneTHep, a TejieMexaHHK, KOTopoMy jxac- 
neTHep cooGiuht 0 bo3hhkhich npo6jieMe. 

Hy a ecnH c6oh npoHBonreji b Hepa6onee Bpe- 
Ma, HanpHMep, hohmo? ,H,03BOHHTbCJi jjo TeJieMexa- 
HHKa 6y^eT cjio>KHee. Bo3mo>kho, noHafloGnrbca 
Bbixoxi nejioBeKa Ha pa6oTy b cBepxypoHHoe BpeMa. 

A eCJIH JJO nOflCTaHHHH, Ha KOTOpOH npoH30- 

nien nporpaMMHbifi c6oh KTI, Boo6me oTcyTCTBy- 
k)t IP-KaHajiM CB5I3H? noTpeGyeTca hohhoh Bbie3fl 
cneHHanHCTa Ha o6i>eKT. 

B nocneflHHX yKa3aHHbix cjiynaax BpeMS h 
ctohmoctb aBapHHHo-BoccTaHOBHTejiBHbix pa6oT 

3HaHHTeJH>HO B03paCTaiOT. 

CoBceM HexiaBHo HeKOTopbie npoH3BOflHTenH 
KTI TM cTajra cHa6>KaTb cBoe o6opyjjoBaHHe 
BCTpoeHHMMH GSM-Mo^eMaMH. 3to no3BonaeT 
BbinoJiHHTb yaajieHHyio nepe3arpy3Ky KTI c noMO- 
Hibio SMS-KOMaHflbi. IlporpaMMHoe oGecneneHHe, 
OTBenaiomee 3a c6op h nepe^aHy TeneMeTpHH, npn 
3tom CTaBHTca b aBT03arpy3Ky. 



Eonee yHHBepcajibHMM pemeHHeM jura aBTo- 
MaTH3aHHH ycTpaHeHHa KaK nporpaMMHbix, TaK h 
annapaTHbix c6oeB b pa6oTe o6opyxiOBaHHa ACTY 
h TK Mo>KeT cTaTb npHMeHeHHe cnenHajibHbix 

yCTpOHCTB, COBMeHjaiOHIHX B Ce6e (j)yHKHHH MOHH- 

TopHHra, flHaraocTHKH, yjjajieHHoro ynpaBJieHHa h 
nepe3arpy3KH. HanpHMep, ycTpoficTB rana 
Netping. 

B aBTOMaTHHecKOM pe>KHMe pa6oTM TaKoe 
ycTpoficTBO nocToaHHO onpauiHBaeT yKa3aHHbie IP 
ajrpeca h nepe3arpy>KaeT Harpy3Ky, ecnn yKa3aH- 
Hbie a^peca He xiocTynHM. noflKJHOHaTb mo>kho 
Harpy3Ky MouiHOCTbio ao 500 Bt (220 B). 

YflajieHHoe ynpaBJieHHe po3eTKaMH nepe3 
ycTpoficTBa THna Netping MO>KeT ocymecTBJiaTbca 
KaK no ceTH Ethemet/lnetmet (web, SNMP), TaK h 
npn noMOHjH SMS KOManzi (HMeeTca BCTpoeH- 
hbih GSM-Mo^eM). TaKHM o6pa30M, noaBJiaeTca 
bo3mo>khoctij nepe3anycKa o6opyflOBaHHa, He 
HMeiomero (pyHKHHH yflaneHHoro ynpaBnemia (KIT 
TM ycTapeBniHX MOfleneH, TeneKOMMyHHKaHHOH- 
Hoe o6opyaoBaHHe 6e3 (JjyHKHHH ynpaBJieHna h 

T.fl.) 

KpoMe Toro k oTflejibHbiM Mo^ejiaM 
ycTpoficTB mo>kho noflKJiioHaTb jjaTHHKH TeMnepa- 

Typbl, BJia>KHOCTH, JIBIMa, npOTeHKH, OTKpbl- 

THa/3aKpbiTHa ppepn, yflapa h t.jj. TaK>Ke peanH30- 
BaHO HK-ynpaBJieHHe HH>KeHepHbiMH chctcm aMH 
(HanpHMep, low-end KOHJjHHHOHepaMH). 

Bo Bcex coBpeMeHHbix SCADA-cncTeMax 
cymecTByeT (pyHKnHOHaji onpefleneHHa nponajja- 
HHa nepeaaHH TejieMeTpHH hjih ee HeaocTOBepHo- 
cth no KOHKpeTHOMy KaHany cb33h. Ilo cyTH 3to 
TO>Ke (pyHKHHOHan chctcmm OMS. CnrHan cocToa- 
HHa KaHana cb33h aBJiaeTca Ba>KHbiM cpe^CTBOM 
jjHamocTHKH oco6eHHO Tex noflCTaHHHH, rjj;e 
ycTaHOBJieHbi ycTapeBuine mo^cjih KTI TM hjih ^o 

KOTOpblX OTCyTCTByiOT IP-KaHaJIbl. 

KaK MO>KHO npeflOTBpaTHTb B03HHKHOBeHHe 

TexHOJiorHHecKHX HapymeHHH b pa6oTe MT- 
o6opyaoBaHHa? C6oh b pa6oTe cepBepa OHYK 
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flOHrOBpeMeHHMX apXHBOB MO>KeT npOH30HTH, ecnH 

Ha acecTKOM flHCKe 3aKOHHHTca Bee CBo6oflHoe Me- 
cto. HBI1 Mo>KeT He cpa6oTaTb npn oTKJHoueHHH 
3neKTponHTaHHa, ecnH cpoK 3KcnnyaTaHHH aKKy- 
MynaTopHbix 6aTapefi hctck, ho ohh He Gmjih 
CBoeBpeMeHHo 3aMeHeHbi. 3th npHMepu noKa3bi- 

BaiOT, HTO Heo6xOflHMO nOCTOaHHO KOHTponnpo- 

BaTt HeKOTopbie HanGoJiee BaacHbie napaMeTpaMH 
HT-o6opyaoBaHHa (cBo6oflHoe MecTo Ha flHCKe 
cepBepa, jraTy ouepeflHOH nnaHOBOH 3aMeHbi 6aTa- 
pefi HBI1 h T.fl.) h onoBemaTb oTBeTCTBeHHbiH nep- 
coHan b cnynae flocTHaceHHa 3thmh napaMeTpaMH 

KpHTHHeCKHX 3HaHeHHH. 

yHHBepcanbHbiM pemeHHeM ana aBTOMaTHue- 
CKoro BeaeHHa TaKoro KOHTpona h onoBerueHHa 
aBnaeTca npHMeHeHHe cpe^cTB MOHHTopHHra, 
HanpHMep, The Dude, Zabbix, Nagios h T.n. Bo 
Bcex nepeHHcneHHbix cncTeMax peajiH30BaH nepn- 
oflHHecKHH onpoc IP a^pecoB KompanHpyeMbix 

yCTpOHCTB, 6oJIbHIHHCTBO nOflflep>KHBaiOT o6MeH 

XiaHHbiMH no ceTeBbiM npoTOKanaM ICMP, IPMI, 
SNMP (b tom HHCJie h SNMP-Tpanbi). Iloflflep>KKa 
SNMP-npoTOKOna, KOTopbifi aBnaeTca CTanaapTOM 
ana ceTeBoro ynpaBJieHHa h noxwepacHBaeTca 

npaKTHHeCKH BCeMH npOHBBOflHTeJMMH ceTeBbix 

ycTpoficTB, no3BOJiaeT Ha6jHOflaTb 3a HanGojiee 
Ba>KHbiMH napaMeTpaMH o6opyflOBaHHa MT- 
HHcbpacTpyKTypbi. OnoBerueHHe H3 cpe^CTBa mo- 
HHTopHHra MO>KeT BbinoJiHaTbca no 3neiapoHHOH 
noHTe, no cpe^cTBaM SMS-coo6meHHH, c noMo- 
Hjbio Jabber. 

PaccMOTpHM, KaK 3to pa6oTaeT Ha npHMepe 
Zabbix [3]. ITycTb, HanpHMep, Hama cncTeMa mo- 
HHTopHHra npHHHMaeT no SNMP-npoTOKOJiy 3Ha- 
neHHa TpacbHKa ot HenrpanbHoro MapmpyTH3aTopa, 
OTBenaiomero 3a nepeflauy flamibix H3 flncneTuep- 
CKoro nyHKTa P3C b Hemp ynpaBneHHa ceTXMH. 
KaK 6bmo noKa3aHO Bbiuie, 6onbiuoe KonHuecTBO 
c6oeB b nepeaaue TeneMeTpHH nponcxoflHT no 
BHHe ctopohhhx nocTaBHjHKOB ycnyr. Irpennano- 
>khm, hto npoH3omeJi HMeHHO TaKofi cnynafi. Ko- 
r^a cpe^CTBO MOHHTopHHra «yBHflHT», hto Ha co- 
OTBeTCTByiomeM nopTy MapmpyTH3aTopa 3HaueHHe 
TpacbHKa ynano ,0,0 Hyna, b Zabbix cpa6oTaeT Tpnr- 
rep (anapM). Co6biTHe OTo6pa3HTca Ha KapTe MO- 
HHTopHHra, a TaK>Ke 6yn,eT 3aHeceHO b acypHair. 
riocne 3Toro cncTeMa aBTOMaTHuecKH npoH3BeaeT 
onoBemeHHe no SMS, 3JieKrpoHHOH noHTe. ITHCb- 
Ma MoryT 6biTb pa30CJraHbi Ha ocbHHHajrbHbie 3neK- 
TpoHHbie anpeca onepaTopoB cb33h, npepBaBuinx 
npexiocTaBjreHHe ycnyr, b hx KpyraocyTOUHbie 
cny>K6bi TexHHHecKon noflflep>KKH. Bo3Mo>KHa 
TaKace HHTerpanna cpe^CTBa MOHHTopHHra c ch- 

CTeMOH aBTOfl03BOHa. 

PerncTpaHHa OTKa30B, KOTopaa Be^eTca 
Zabbix, TaioKe oueHb Ba>KHa. Om no3BOJraeT npo- 

H3BOflHTb nOCJieflyiOHlHH aHaJIH3 npOH30HieflHIHX 



TexHOJiorHHecKHX HapyuieHHH, BbWBnaTb noBTO- 
pjuoiUHeca OTKa3bi, o6Hapy>KHBaTb uacTO cGoaiuee 
o6opyaoBaHHe. OnuaKo hh ojiho cpe^cTBo MOHH- 
TopHHra, BKnioHaa Zabbix, He MO>KeT aBTOMaTHue- 
ckh 3aperHCTpnpoBaTb bck) xpoHOJiornio co6mthh, 
caMOCToaTenbHO onpe^ejiHTb npHHHHy c6oa, 3ann- 
caTb xofl aBapHHHO-BoccTaHOBHTenbHbix pa6oT. 
J\,m nocneaBapHHHoro aHanH3a OTKa30B Tpe6yeTca 
npoayMaHHoe cpe^CTBO perncTpaHHH TexHOJiorn- 
necKHx HapyuieHHH, HHcj)opMaHHio b KOTopoe flOJI- 
>KeH 3aHocHTb nejioBeK - ^HcneTHep cncTeMbi 
OMS. 

TaKHM o6pa30M, yuHTbiBaa bck) Ba>KHOCTb 
HafleacHoii h 6e30TKa3HOH pa6oTbi onepaTHBHo- 
HHcj)opMaHHOHHoro ynpaBJiaiomero KOMnneKca b 
3HepreTHKe, mo>kho c^enaTb cneayioHiHH bmboxi. 
KoHHenHHa «YMHbix ceTen» flOJi>KHa BKJHonaTb b 
ce6a KOMnoHeHT fljia npeflOTBpameHHa h ycTpaHe- 
HHa TexHOJiorHHecKHX HapyuieHHH b pa6oTe HT- 
o6opyaoBaHHa, oTcyTCTByiouiHH b HacToaujee Bpe- 
ms. Ero co3^aHHe mtokct cTaTb KaK flanbHeHHiHM 
maroM pa3BHTHa chctcm OMS, TaK h npHBec™ k 
noaBJieHHio cncTeMbi HOBoro Knacca b cocTaBe 
KOHHenHHH Smart Grid, to ecTb b cocTaBe 
SCADA/EMS/DMS/OMS. no cyra, 3Ta cncTeMa 
6yaeT aBnaTbca npoflBHHyTbiM cpe^CTBOM MOHHTo- 
pHHra cocToaHHa HT-HHcbpacTpyKTypbi h KaHanoB 
nepeaauH flamrbix c peajiH30BaHHOH bo3mo>kho- 
CTbio nepe3arpy3KH HanGonee Ba>KHoro ceTeBoro 
o6opyflOBaHHa, o6opyxiOBaHHa ACTY, ynpaBneHHa 

HH>KeHepHbIMH CHCTeMaMH, BCTpOeHHOH CHCTeMOH 

perncTpaHHH TexHOJiorHHecKHX HapyuieHHH, ch- 
CTeMofi aBTOMaTHuecKoro onoBemeHHa (no SMS, 

3JieKTpOHHOH nOHTe, aBTOfl03BOHa) H T.fl. 
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